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iRecruit is a SaaS (Software as a Service) cloud-
based hosted solution that is completely web
native, making it easy to automate your internal
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The iRecruit Applicant Management Center provides you with easy access to your applicants and the ability to download resumes and
cover letters, print or forward applications, track or update status, create reports, make notes, assign requisitions or correspond with
applicants.

Set up multiple iRecruit Users for your Company Your iRecruit account Administrator can set up additional users with each user having
specific rights as an Administrator, Recruiter or Hiring Manager within your account.

Fully-Customizable iRecruit Application Form Create custom forms for each position. Make any question required. Ask up to 40 custom
questions by section of the application form: Personal Information, Availability for Work, Background, Work History, References and
Licenses.

Applicant Resumes & Cover Letters can be accepted from your applicants and you can perform keyword searches to find the best
candidates. Forward the applicant resumes and cover letters to your Recruiter or Hiring Manager from the applicant summary page.

Applicant Correspondence Communicate with your applicants to let them know the status of an application, or send out New Employee
Orientation packages via email to your new hires.

Compliance tracking & Affirmative Action easily track skills information, education, work history and affirmative action questions.

For more information about iRecruit, including pricing and demonstrations, please contact HRMG Solutions, Inc. at 610-941-2119.
We invite you to visit our website for additional information and webinar schedules at www.iRecruit-Software.com.
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Since iRecruit uses 256-bit SSL security, the
transfer of all your information remains private and
secure. iRecruit does not require you to open any
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iRecruit is cross-browser compatible.
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iRecruit Roles and Security

Administrators have full access to the entire iRecruit site and can make changes to the account, add or

delete users, set up permissions and roles, navigation display and set up application forms. They also have
access to applicants.

Recruiters have access to search for applicants by requisition, reporting, note creation, but cannot make any
changes within the account. They can assign requisitions to hiring managers.

Hiring Managers have access to search for applicants by requisition, reporting, note creation, but cannot

make any changes within the account. Hiring managers only see applicants and requisitions that are assigned
to them.

Custom Administrators can create a custom role for users to restrict functions of the account. By choosing this
option you can pick and choose what the user will have access to, for example, whether or not they can
contact applicants, see Affirmative Action data, have access to specific reports, and no access to others.
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Application Security Specifications

All data communication between the client and public users’ personal computing devise and the iRecruit web server application is done via
encrypted data transfers. Once a transmission is decoded at either end it is displayed and used as plain text.

The following technology is used to ensure the security and reliability of the data.

1. Secure Sockets Layer (SSL) encrypts the segments of network connections at the Transport Layer end-to-end at 2048 bits.
2. Basic Access Authentication (RFC 1945, 2616, and 2617) is used to identify individual users to the system.

3. Password strength is set at a minimum of eight (8) characters and must include at least one upper case character and one
number..

Network Security

1. Firewall - A hardened network environment protects the iRecruit server, application, and stored data. All internal application
data transfers are controlled and communicated within this secured network environment. Access to this network is restricted to

ports 80 and 443 from the public internet to the application. Maintenance access to the server is restricted to CMS personnel
via port 22.

©2011 iRecruit Web-based Recruiting Software is developed and owned by CMS (Cost Management Services, LLC)
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Internal Security and Change Controls

The following operating and data handling procedures are in place to assure the confidentiality and security of the data.

1. All confidentiality policies and data handling procedures put in place by CMS are in full force when working with and handling

iRecruit client data.

All users accessing the iRecruit system will have a unique identifier and complex password.

A list of application developers and system administrators having access to the system will be maintained.

Access to the iRecruit system for systems administration and development will be restricted via SSH.

Development of the application will be done in a separate system from production data which contains no client data and is

available only to CMS personnel.

Any developed code will be fully tested for functionality and security before moving to the production server.

Security of the application will be checked to assure that the data integrity and user’s can only view and manipulate data for

their respective privileges.

8. Regular control meetings will establish the frequency, features, and timing of updates. Clients will be notified of scheduled
changes in advance.

9. Communication of the date, time, and functionality change will be sent to all the users established within the iRecruit application
via the email on record in the application.

10. Maintenance windows will be no longer than one (1) hour and no more than once a week.

11.  Maintenance windows will be scheduled outside of normal business hours of EST (9 a.m.-5 p.m.).

12. Maintenance windows are to update code and upgrade equipment to prevent larger outages in service.

13.  CMS may declare longer maintenance windows, but these are to be scheduled and communicated no less than 10 days before
the work is performed.

14. CMS may declare an “emergency update” in the event of identifying a security risk to its systems and may take immediate
action. In this event the customer will be notified of the reason and actions taken.
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Business Continuance Policy and Procedures

The following procedures are in place to assure the successful recovery of service in the event of a failure of the hardware supporting the
iRecruit Application. CMS will deploy the iRecruit application utilizing a Virtual Private Server (VPS).

1. CMS can utilize this technology to recover the entire system to other available hardware in the event of a hardware failure.

2. CMS can utilize this technology to seamlessly move the application server from one hardware system to another during hard-
ware maintenance and upgrades minimizing downtime.

CMS will deploy the iRecruit application within a world-class datacenter.

CMS will leverage the physical and network security advantages as-well-as provide complete system redundancy and band-
width options for internet access.

Network - Redundant Tier 1 OC-192 Backbone Connections

Power - UPS Battery Backup, and Diesel Generator Backup

Environment - HVAC cooling system with humidity control, VESDA system fire protection, and 24x7 physical security

CMS will monitor and control all the daily backups to its systems and will keep an off site copy securely available in the event of
disaster to its primary datacenter.
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The following procedures are in place to successfully recover the iRecruit application and its related data. Data from this point can be
recovered in the event of user error or data corruption to individual elements of data.

1. Backup — Backup of the data will be no less than once (1) in any 24 hour period. All customer files, the database and
application files will be backed up.
2. Retention — The retention of backup data is two (2) weeks.

iRecruit Support

1. Upgrades to iRecruit as they are released. You'll always have the latest, most current version of iRecruit.
2. Toll Free Phone Support from CMS from 9:00am — 5:00pm EST phone 1-800-517-9099.

3. Support via email and WebEx from CMS from 9:00am - 5:00pm EST.

4. iRecruit PDF Manual for Administrators, Recruiters and Hiring Managers.

iRecruit Implementation and Training

1. Set up of your iRecruit Account includes: Setting up company info, logos, individual user(s), setting up email lists for user(s),
setting up Organization levels, Setting up Applicant Process Flow.

2. Setting up iRecruit application form(s) to match as closely as possible any current application form(s) that you have

3. Setting up Requisitions and training.

4. Integration to Abra HRMS includes: Set up of the iRecruit Data Manager to integrate to your Abra HR, Set up the data manager
for one or multiple PCs, testing the integration with test applicants to make sure everything works as expected.

5. 2 Hours of Administration Training for your initial iRecruit Users (plus PDF manual).

6. Training for any additional iRecruit User(s) (plus PDF manual).

7. Train the trainer as needed.

Advanced Implementation Services

Advanced set up and configurations are available at an added cost. Costs vary by service.

e Additional training for Hiring Managers as needed.

e Data Integration: Import any current applicant data from your current recruiting system into iRecruit.

e (Cascading Style Sheets: Customize the look and feel of your iRecruit public Career Site to more closely match your company
website using (CSS).

Custom Application Form: Customizing the application form

Custom Reports: If you have specialized reporting needs we can create custom reports to meet your requirements.
Rebranding the iRecruit Dashboard to your company ID.

Data Export and Integration to HR or Scheduling software other than Sage Abra HRMS.
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